Confidentiality & Data Protection Policy

Statement

At Twivkling Toddler, we prioritise confidentiality, privacy, avd data protection. This policy complies
with the revised Early Years Foundation Stage (EYFS, September 2025) and current Geveral Data
Protection Regulation (GPPR) guidelives, clearly outliving procedures for safeguardivg personal data.

Confidentiality Commitments

Al personal information provided by parents and children is treated with strict confidentiality,
upholding individuals' right +o privacy.
= Staff members fully understand their confidentiality obligations, including potewtial conseduences
for breaches.
= Confidential information encompasses personal data, wmedical records, developmental
observations, and other sensitive details,
To uphold confidentiality at all times, we will:
»  Ensure that parents/carers can access records relating to their own child only. Tnformation
about other children will never be shared.
Reguiire that staff do vot discuss ndividual childrew or families with anyone other thaw the
child’s own parewts/carers, unless necessary and with prior consent.
= Keep information shared by parewts/carers confidential, and only pass it on with their consent,
miless a safeaunarding concern overrides this.
»  Ensure that persowvel matters (e.g. staff performance, grievances) remain confidential to
those directly involved.
= Store any safequarding concervs or evidence i a secure, confidential file, accessible only +o the
child’s key person, the Manager, and the Desiguated Safeguarding Lead (DSL).
= Comply fully with the Pata Protection Act 2010, Geveral Data Protection Regulation (GDPR)
2019, and auidavce from the Information Commissioner’s Office (ICO).
»  Tusure that any confidential information seew or heard by staff remains within the nursery and
is not shared extervally.
Reaquire that children’s abilities, behaviours, or veeds are ouly discussed with the child’s parents
or involved professionals, with parewtal consent—uvless safequardivg concerns apply.

Storage and Access +to Tuformation

»  Physical personal records are securely stored in locked cabinets accessible ouly by authorised
staff.

»  Electrovic data is protected with robust passwords and industry-standard cybersecurity
measures to preveut unanthorised access or breaches.

»  Ouly authorised staff members have access to personal information necessary for their role.
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Sharing of Iuformation

»  Personal data is shared solely on a "need-to-know" basis, always with explicit consent from
parevts/legal guardians.

*  Data sharing with external professionals (e.g., healthcare or educational specialists) occurs ouly
whew necessary, appropriate, and with explicit parental consent.

= Written consent is obtaived from pareuts for any photographic, video, or other media usage,
tlearly detailing purpose and duration of use.

Sharing Information v Exceptional Circumstances

= While we strive to maintain confidentiality, there may be legal or safeguarding reasons that
require us to share iiformation without consent.

»  Tusuch cases, information will be shared with relevant professionals on a strictly need-to-kvow
basis and handled in a way that protects the welfare of the child and the integrity of all
nvolved,

Data Protection

= Data processing adheres strictly to GDPR guidelines, ensuring data accuracy, relevance, and
timely updates +o meet childecare and legal requirements.

»  Parents are fravsparently informed of data collection purposes, lawful processing bases, and
their rights under GDTR, ncluding rights o access, correct, or request deletion of data.

Pata Breach

= Suspected or actual data breaches will +rigaer immediate interval investigation and promp+
mitigation actions.

»  Affected individuals and relevawt data protection anthorities are notified immediately as
mandated by GDPR.

Retention and Disposal of Data

*  Data retention aligns with GDPR principles, maintaining information owly for as long as
necessary for childcare provision and statutory requirements.

= Secure disposal methods (shredding physical documents or permanent deletion of electronic files)
are rigorously employed whew data is vo longer required.

Staff Traiving and Awarevess

= Staff receive regular GPPR and covfidentiality trainivg, clearly understanding responsibilities
and required practices.

= All staff sigu confidentiality agreements, formally committing +o uphold privacy and data
security standards.
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Policy Wonitoring and Review

The policy undergoes annal reviews, or wore freduently if required, to maintaiv alignment with EYFS
and GPPR updates.
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